Linux Mail Server Install Standard Operating Procedure(Linux Server Install SOP)

Linux OSVersion Linux Standaer 9.0
Linux Kernd Version 2.4.20-8

Install Mode Text Mode

PC Hardware Spec.
CPU  Intel Pentium I11-800EB MHz RAM 128 MB SD-RAM(PC-133)

HDD WD WDC200EB-00BHFO CD-ROM IDE 52X CD-ROM

NIC  RealTak 8139A VGA  SIS6326 -8MB
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Setup tep( )

1

Language Selection [English]
Keyboard Selection [usg]
Mouse Selection  [No-mouse] ( Server )
Installation Type [Custom] (
)
Disk Partitioning Setup [Autopartition] ( )
Automatic Partitioning [Remove all Partitions on this system]
Boot Loader Configuration [UseLILO Boot Loader] ( )
Boot Loader Configuration Type “linux” ( L oader's Name
)
8.1 Boot Loader Configuration Default (
)
8.2 Boot Loader Configuration [/dev/hda Master Boot Record(MBR)]

Network Configuration for ethO [Use bootp/dhcp Disable] (

bootp/dhcp IP

bootp/dhcp |P)

Use

10.Hostname Configuration [Hosthame] ( [ FQDN

] )

11.Firewall Configuration [No firewal] (

Firewall



12.Language Support [Englisn (USA)] <=

Default Value (

Text Mode's Server
Support English(USA))
13.Time Zone Selection [Asia/Taipei] (
14.Root Password (
15.Authentication Configuration

151 [ ] Use Shadow Passwords<=

Text Mode

Default Value (

)

152 [ ] Enable MD5 Passwords<=

Default Value ( MD5

- 5
153 [ ] EnableNIS
154 [ ]EnableLDAP
155 [ ] EnableKeyberos
( 15.3~155

)

16.Package Group Selection |

Package
474 M B)
17.Installation to begin  [OK]

18.Boot Diskette  (

Linux

)

] Package

( Linux 9.0

LILO



acl-2.2.3-1
anacron-2.3-25
apmd-3.0.2-18
ash-0.3.8-8
aspell-0.33.7.1-21
at-3.1.8-33
attr-2.2.0-1
authconfig-4.3.4-1
autofs-3.1.7-36
basesystem-8.0-2
bash-2.05b-20
bc-1.06-12
bind-utils-9.2.1-16
bzip2-1.0.2-8
bzip2-libs-1.0.2-8
chkconfig-1.3.8-1
comps-9-0.20030313
coreutils-4.5.3-19
cpio-2.5-3
cracklib-2.7-21
cracklib-dicts-2.7-21
crontabs-1.10-5
cyrus-sasl-2.1.10-4
db4-4.0.14-20
dev-3.3.2-5
devlabel-0.26.08-3
dhclient-3.0pl1-23
diffutils-2.8.1-6
dos2unix-3.1-15
dosfstools-2.8-6
dump-0.4b28-7
e2fsprogs-1.32-6
ed-0.2-31
gect-2.0.13-2
elfutils-0.76-3
elfutils-libelf-0.76-3

ethtool-1.6-5
expat-1.95.5-2
fbset-2.1-13
file-3.39-9
filesystem-2.2.1-3
findutils-4.1.7-9
finger-0.17-16
ftp-0.17-17
gawk-3.1.1-9
gdbm-1.8.0-20
glib-1.2.10-10
glib2-2.2.1-1
glibc-2.3.2-11.9
gmp-4.1.2-2
gnupg-1.2.1-3
gpm-1.19.3-27
grep-2.5.1-7
groff-1.18.1-20
grub-0.93-4
gzip-1.3.3-9
hdpar m-5.2-4
hesiod-3.0.2-26
hotplug-2002_04 01-17
hwdata-0.75-1
info-4.3-5
initscripts-7.14-1
iproute-2.4.7-7
iptables-1.2.7a-2
iputils-20020927-2
irda-utils-0.9.14-9
isdn4k-utils-3.1-62
jfsutils-1.0.17-6
jwhois-3.2.1-1
kbd-1.08-4

kernel-2.4.20-8
kernel-pcmcia-cs-3.1.31-13

krb5-libs-1.2.7-10
krbafs-1.1.1-9
kudzu-0.99.99-1
less-378-7
[ftp-2.6.3-3
lha-1.14i-9
libacl-2.2.3-1
libattr-2.2.0-1
libgce-3.2.2-5
libstdc++-3.2.2-5
libtermcap-2.0.8-35
libtool-libs-1.4.3-5
libuser-0.51.7-1
libwvstreams-3.70-8
lilo-21.4.4-22
lockdev-1.0.0-23
logrotate-3.6.8-1
logwatch-4.3.1-2
lokkit-0.50-22
losetup-2.11y-9
Irzsz-0.12.20-16
Isof-4.63-4
lvm-1.0.3-12
mailcap-2.1.13-1
mailx-8.1.1-28
make-3.79.1-17
MAKEDEV-3.3.2-5
man-1.5k-6
man-pages-1.53-3
mingetty-1.01-1
minicom-2.00.0-12
mkbootdisk-1.5.1-1
mkinitrd-3.4.42-1
mktemp-1.5-18
modutils-2.4.22-8
mount-2.11y-9



mtools-3.9.8-7
mtr-0.52-2
mt-st-0.7-10
ncurses-5.3-4
netconfig-0.8.14-2
net-tools-1.60-12
newt-0.51.4-1
nfs-utils-1.0.1-2.9
nscd-2.3.2-11.9
nss_ldap-202-5
ntsysv-1.3.8-1
openldap-2.0.27-8
openssh-3.5p1-6
openssl-0.9.7a-2
pam_krb5-1.60-1
pam_smb-1.1.6-7
pam-0.75-48
parted-1.6.3-11
passwd-0.68-3
pax-3.0-6
pciutils-2.1.10-7
pcre-3.9-10
perl-5.8.0-88
perl-Filter-1.29-3
pinfo-0.6.6-4
popt-1.8-0.69
portmap-4.0-54
ppp-2.4.1-10
procmail-3.22-9
procps-2.0.11-6
psmisc-21.2-4
pspell-0.12.2-16
pyOpenSSL-0.5.1-8
python-2.2.2-26

python-optik-1.4-2
pyxf86config-0.3.5-1
guota-3.06-9
raidtools-1.00.3-2
rdate-1.3-2
rdist-6.1.5-26
readline-4.3-5
redhat-logos-1.1.12-1
redhat-release-9-3
reiserfs-utils-3.6.4-5
rhnlib-1.0-4
rhpl-0.93-1
rmt-0.4b28-7
rootfiles-7.2-6
rpm-4.2-0.69
rpm-python-4.2-0.69
rp-pppoe-3.5-2
rsh-0.17-14
rsync-2.5.5-4
sed-4.0.5-1
sendmail-8.12.8-4
setserial-2.17-12
setup-2.5.25-1
setuptool-1.12-1
shadow-utils-4.0.3-6
dang-1.4.5-16
dlocate-2.6-8
specspo-9.0-1
star-1.5a08-4
statserial-1.1-32
stunnel-4.04-3
sudo-1.6.6-3
sysklogd-1.4.1-12
syslinux-2.00-4

SysVinit-2.84-13
talk-0.17-20
tar-1.13.25-11
tcp_wrappers-7.6-34
tcpdump-3.7.2-1
tcsh-6.12-4
telnet-0.17-25
termcap-11.0.1-16
time-1.7-21
tmpwatch-2.8.4-5
traceroute-1.4a12-9
unix2dos-2.2-19
unzp-5.50-7
up2date-3.1.23-1
usbutils-0.9-10
usermode-1.67-2
utempter-0.5.2-16
util-linux-2.11y-9
vconfig-1.6-2
vim-common-6.1-29
vim-minimal-6.1-29
vixie-cron-3.0.1-74
wget-1.8.2-9
which-2.14-5
wireless-tools-25-8
words-2-21
wvdial-1.53-9
ypbind-1.11-4
yp-tools-2.7-5
Zip-2.3-16
Zlib-1.1.4-8

L okkit-0.50-22



(Webmin & Usermin)

WebMin Download Address

http://prdownl oads.sour cef or ge.net/webadmin/webmin-1.080-1.noarch.rpm
User Min Download Address

http://prdownl oads.sour ceforge.net/webadmin/usermin-1.010-1.noarch.rpm
Webmin Setup Step

1.[root@linux /]# Mount —t 1s09660 /dev/cdrom /mnt/cdrom

2.[root@linux /]# cd /root

3.[root@linux root]# tar —zxvf /mnt/cdrom/ManegmentMin/webmin-1.080.tar.gz
4.[root@linux root])# cd /webmin-1.080

5.[root@linux webmin-1.080]# sh setup.sh

.................................................... ( Enter

Port 10000 Username &

Usermin Setup Step

1.[root@linux /]# Mount —t 1s09660 /dev/cdrom /mnt/cdrom

2.[root@linux /]# cd /root

3.[root@linux root)# tar —zxvf /mnt/cdrom/M anegmentMin/usermin-1.010.tar.gz
4.[root@linux root])# cd /usermin-1.010

5.[root@linux usermin-1.010]# sh setup.sh

.................................................... ( Enter



Mail Server + Web Mail Ul

Open Webmail + postfix + POP3(imap) Setup Step [_Postfix |
1. [root@linux /]# cd /mnt/cdrom/postfix/
2. [root@linux /]# rpm —ivh postfix-2.0.8-1.rh9.i386.rpm  ( Postfix Server)

a [root@linux /]# vi /etc/postfix/main.conf

b myhostname & mydomain

(

l. [root@linux /]# cd /etc/postfix/
I1. [root@linux postfix]# vi main.cf

[1. #myhostname = host.domain.tld ( FQDN's
HostName[ex  linux.mac-tech.idv.tw])
V. #mydomain = domain.tld ( Server’'s Domain

Name[ex mac-tech.idv.tw])

Ldomain.tld
myhos

The mydomain parsmmet
The

par

#
#
#
#
#

1 = domsin.tld

ain = mac-tech.idwv.tw

# SENDING MATIL

ars to oo =

f
H which iz fine 4 f yOou run ple

achines, wyou 21 = vdomain and (2) set up

V. #mydestination = $myhostname, |ocal host.$mydomain, $mydomain (




es wia the relay
Jackup if you ar

v= the final destination for mail addre
23] of an interface t

receives mail on (= che inet interfaces parasmeter) .

domain namwes, /file/name or type:table

o4
Continue long lines by sta

i"’-
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Hroyde:

wail. fmydowain, www. fmydomwain, frtp. fmy

# REJECTING MALIL FOR UNEMNOWN LOCALL UIERS

Open Webmail + postfix + POP3(imap) Setup Step [ Opwn WebMail |

3. [root@linux /]# cd /root

4. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/i386/RedHat/RPM S/httpd-2.0.4
0-21.i386.rpm

5. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/i386/RedHat/RPM S/httpd-devel
-2.0.40-21.i1386.rpm

6. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/i386/RedHat/RPM S/httpd-man
ual-2.0.40-21.i386.r pm

7. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/i386/RedHat/RPM Slibtool-1.4.
3-5.i386.rpm

8. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/i386/RedHat/RPM S/autoconf-2.
57-3.noarch.rpm



9. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/i386/RedHat/RPM Sautomake-
1.6.3-5.noarch.rpm

10. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/i386/RedHat/RPM S§m4-1.4.1-1
3.1386.rpm

11. [root@linux root]# rpm —ivh httpd-2.0.40-21.i386.rpm

12. [root@linux root]# rpm —ivh httpd-devel-2.0.40-21.i386.rpm

13. [root@linux root]# rpm —ivh httpd-manual-2.0.40-21.i386.rpm

14. [root@linux root]# rpm —vh libtool-1.4.3-5.i386.rpm

15. [root@linux root]# rpm —vh autoconf-2.57-3.noarch.rpm

16. [root@linux root]# rpm —vh automake-1.6.3-5.noarch.rpm

17. [root@linux root]# rpm —ivh m4-1.4.1-13.i386.rpm

== 4~17 Linux Web Server ) httpd
httpd ==

18. [root@linux root]# cd /etc/httpd/conf

19. [root@linux conf]# vi httpd.conf ( httpd )

( # User apache # Group apache ( ) User nobody

Group nobody )
L yooti® linaee:fete Mhttpdfeond .- i - Elﬂ

If wvou wish httpd to run as a different usSer or Jgroup, Vou must run
httpd as root initially and it will switch.

The namwme [(or Hnumber) of the user/group to run httpd as.
3] use "User nouser™ and "Group nnqlnup"
may nhot be ahle to use 1 memwory a3 nobody, and the
workaround is to crea wwry and 5
e kernels refuse to setd oup) or Semctl(IPC 3

} § AO0000;
don't use Group #-1 on these svs

.i.—'
4
#
#
#
8
#
#
8
8
#
#
8

#Uzer apache
HGroup g
U=zer noho

1ld he
=, =such

. & :|1:t1|i FOuUr— lllZlI':'lain. [adubii]

Jerveridimin rootfdlocalhost

( ?ScriptAlias /cgi-bin “/home/www/cgi-bin”

<Directory “/home/www/cgi-bin” >
AllowOverrideAll



Options ExecCGl

Order allow,deny

Allow from all
</Directory>

Thiz controls which directories contain =

ealname di = E ; ' ons and

~wer when regquested rather the document s nt to the client.

s ghout trailing "/"™ apply to Scripthliass directives as

 Sogi-hind "Svardwww/cgi-hind T

ory "/ howes www cgi-hin™x

=r allow,deny
v from all
ectory:
<IfModule mwod cgid.o:
4 S
# ldditional to cgid has Scriptsock <path>
# for setting UNIX

20. [root@linux conf]# cd /mnt/cdrom/Openwebmail
21. [root@linux openwebmail]# rpm —vh openwebmail-2.00-20030408.i386.rpm

( openwebmail )

22. [root@linux openwebmail]# cd /var/www/cgi-bin/openwebmail/etc
23. [root@linux etc]# vi openwebmail .conf

( dbmopen_ext %dbm_ext% dbmopen_haslock yes

default_language zh TW.Big5 default_iconset
Cool3D.Chinese. Traditional)



‘-__fl woct@ linaweMraxurwren’cs-bandope nowa brreal e de
ﬁ 2003/04/08 tchungdopenwehmail.orog

comatnnaes auco o SEHH SR F BT ] Cgdomain
auth module auth unix.pl
mailapooldir fwarfmail
# To check the correct wvaluses for dbm options:
cd Svardwund cgi-bind openwebiail
JSopenebhmail-tool.pl ——init!
clm ext b
dbmopen ext sdbm exts
dbmopen haslock veS
Jwar/ wvw/ cgi-hin/openwvebmail
fogi-bindopenwebmail
i fvar/wuw/ datas openvebmail
ow_htmlurl fdata/openwebmail
logfile fvar/ logfopenwebmail . log
zpellcheck fusr/binfaspell
default language zh TW.Eighs
heTp url ETHELF THEWREA
help text HERHELF TEXTREQQ

# These are my personal preferences
#default_icunset Cool3D.English

:-i’l 1ot @ hinawefraxurwren’cs-bandope nowra brreal e de
help text HEEHELF TEXTREQ

# These are my personal preferences

#default_icunset Cool3D.English

default iconset Cool3iD.Chinese. Traditional
default confirmmsSgnovecopy no

default moveoldmsgfrominbox o

default replywithorigmsg at_end

default refreshinterval 5

default ctrlposition folderview hottom

default ctrlposition msgread hottam

<default signature:
COpen WebhMail Project (http://openwebhmail.ora)
</default signature:

<page footer:

<a href="$ow htmlurls%/openwebmail.html™ target=" blank">%name%-</a>
wverszion ¥wversionk

Enbsp:

<a accesskey="H" href="%help urls"” target="_help"}%help_text%?{fa}
Efpage_fnnter>

24. [root@linux etc]# vi openwebmail.conf.default

( domainname Domain[ Auto

hostname.domain] dbmopen_ext % dbm_ext%

dbmopen_haslock yes)




Lﬁmﬂ@hmthhmwk@&hhmmmhmﬂht

b bR R R R R b b b b R E R bbb b g ek bbb R R b b b b b b b b b R

domainnames
SmtpsServer

virtusertakhle

auth module

auth withdomain
gauth domain
mailspooldir

use hashedwsilspools
uze syshomedir
create ayshomedir
use homwedirspools
homedirspoolname
homedirfolderdirname

dbmnpen:hasluck
deliver use GMT
savedsuid support

mac—tech.idv.tﬁ
127.0.0.1

25

no
fetofmailfvirtusertakble
guth unix.pl
no

auto
Fwar/mail

no

yves

no

no

Mailbox

mail

no

Ll

sdbm exts
ves

no

YES

Lﬁmﬂ@hmthhmwk@&hhmmmhmﬂht

HESEHEEHE R SRR S S R R S S B R B R S E S SRR R R

# openwebmail system configuration

R R R R R R AR R R R R R i Y

ow_cgidir
ow_cgiurl
ow_htmldir
ow_htmlurl
ow_etodir
ow_stylesdir
ow_langdir
ow_templatesdir
ow_holidaysdir
oW _sitezsconfdir
oW _usersconfdir
ow_ usersdir
ow_sessionsdir

start url
ico_url
logo url
logo link
help url
help text

fusr/ local fwuw/ cgi-bind openwvebmail
fogi-bindopenwebmail

fuar/ localfwww/dats/openvebmail
fopenwebimail

tow cgidirs/eto

3ow etcdirk/styles

tow _etoedirs/ lang
$o0w_etcdirs/templates

tow etcdirk/holidays
tow_etedirs/sites.cont
%Dw_etcdir%fusers.cnnf

tow etcdirk/users
tow_etcdirs/sessions

%Dw_cgiurl%fnpenwebmail.pl

oy htmlurl:/imadges/ onenwebinail . ico
$ow_htmlurl%/images/openvebmail.gif
http://openwebwail . oral

HHWHELF TELIHNM

@@@HELP_TEXT@@@

logo_url & logo_link




enable setfromemsil
enable autoreply

no
localhost

110
ol

_gerwver.dowain

2

ekl 2P EERERRER2ERDR

—_

enable setfromemail

enable autoreply enable setforward

enable strictforward enable stationery enable smartfilters enable calendar

enable webdisk enable sshterm enable vdomain

Vi.

Vil.

enable setfromemail ??7?7(

enable autoreply

250
enable setforward ?2?77(
enable strictforward
enable stationery
enable smartfilters

enable calendar

yes)

yes)



viii.  enable webdisk WebDisk’s I con

mail Box Web HDD(
)
IX.  enable sshterm SSH’s|con
SSH Client( Telnet) Server
X. enable vdomain ???7( yes)

25. [root@linux etc]# cd /root

26. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/i386/RedHat/RPM S/per|-suidpe
r1-5.8.0-88.1386.rpm

27. [root@linux root]# wget
http://openwebmail.com/openwebmail/download/redhat/r pm/packages/r h9/per
[-CGI-2.81-88.1386.rpm

28. [root@linux root]# wget
http://openwebmail.com/openwebmail/download/redhat/r pm/packages/r h9/per
[-Text-1conv-1.2-RH80.i386.rpm

29. [root@linux root]# rpm —ivh perl-suidperl-5.8.0-88.i386.rpm

30. [root@linux root]# rpm —ivh perl-CGI-2.81-88.i386.rpm

31. [root@linux root]# rpm —vh perl-Text-l1conv-1.2-RH80.i386.rpm
== 26 ~ 31 Linux Open Webmail )

32. [root@linux root]# cd /usr/bin

33. [root@linux bin]# chown —R root:mail suidperl

34. [root@linux bin]# chmod 4555 suidperl

35. [root@linux openwebmail]# ./openwebmail-tool.pl —init

Open Webmail + postfix + POP3(imap) Setup Step [ IMAP Server (POP3) ]

36. [root@linux openwebmail]# cd /root

37. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/1386/RedHat/RPM S/imap-2001a-18.i
386.rpm

38. [root@linux root]# wget
http://ftp.redhat.com/pub/redhat/linux/9/en/os/i386/RedHat/RPM S/xinetd-2.3.10-6.i
386.rpm



39. [root@linux root]# rpm —vh xinetd-2.3.10-6.i386.rpm

( imap Imap rpm-ga
xinetd*
[ root@linux root] # rpm—Uvh xinetd-2.3.10-6.i386.rpm Xinetd)

40. [root@linux root]# rpm —ivh imap-2001a-18.i386.rpm (

Setup pop2 & pop3 )

1. SMTP
[root@linux /]# Telnet localhost 25

2. POP3
[root@linux /]# Telnet localhost 110

root

n=ername "root™

03 from 203.69.

rpim —-g&a xXinetd®
i f1# telnet localhost Z5
e A 2o e B e
=cted Lo localhost.
acter iz '*]°'.
Jnac-tech. idv.tw ESMTFP Postfix

zed by foreign h

g6l.219




3. WebMail
Server URL http://Server

| P/cgi-bin/openwebmail/openwebmail.pl

WebMail

a 292003 01:53:07 pron - Crpen. We'bbdaal - hlicocecft ntemet Faeplomes e = I O I il

| BRE RO BRO FHEEW IAD REO |
| HBHED) &) hotpitr2a 69,146, 5t gicbindopenvebrmsiliopenwe bredl 51 x| PBE
~l

Cpen YWebMail version 2.00 gHEH?
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